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Subject: COUNCIL MOTION – AMENDMENT TO 
ADMINISTRATIVE POLICY A-IS-07 

 
 
On September 8, 2015, Councillor MacKay provided notice in accordance with 
Section 23 of Procedure Bylaw 35/2009 that he intended to bring forward the 
following motion: 
 
In order for Council to debate the motion, the motion must be formally moved. 
 
(Councillor MacKay) 
 
“That Administrative Policy A-IS-07 and other relevant policies be modified to 
restrict City video surveillance solely to dealing with law enforcement and customer 
complaints.” 
 
 
Attachments: 
 
1. Administrative Backgrounder 
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Administrative Backgrounder 
Amendment to Administrative Policy A-IS-07 St. Albert Transit – Use of 

Surveillance Technologies 
 
 
On September 8, 2015 Councillor MacKay provided notice in accordance with 
Section 23 of Procedure Bylaw 35/2009 that he intended to bring forward the 
following motion: 
 
“That Administrative Policy A-IS-07 and other relevant policies be modified to 
restrict City video surveillance solely to dealing with law enforcement and 
customer complaints.” 
 
Included below is background information related to the proposed Council Motion 
that has been provided by three City departments: Legislative Services; St. Albert 
Transit (StAT); and Recreation Services.  StAT and Recreations Services are 
current users of video surveillance. 
 
Legislative Services Report 
 
FOIP Office 
 
Surveillance cameras can be an effective technique to protect public safety and 
detect or deter criminal activity.  Surveillance cameras are increasingly being 
installed inside and outside of public buildings (in elevators, hallways, entrances, 
etc.), on streets, highways, in parks and public transportation vehicles. 
 
In determining the use of video surveillance, public bodies must balance the 
benefits to the public against the rights of individuals to privacy.  A key issue in 
privacy protection is the regulation of the collection of personal information, 
thereby preventing unnecessary surveillance of individuals. 
 
The development of a policy with regard to the handling of this type of 
information collection is a due diligence exercise that the City undertook to 
ensure that the requirements of the Freedom of Information and Protection of 
Privacy (FOIP) Act have been met. 
 
In researching this matter, Administration notes that the City of Edmonton has an 
Administrative Directive which is in keeping with the City of St. Albert’s Video 
Surveillance Policy and addresses similar issues. 
 
From the perspective of the operations of a FOIP program for a public body, 
passage of this Council Motion would create some inconsistencies in access to 
information.  The amended policy would prevent City personnel from accessing 
the information collected by St. Albert Transit via video surveillance, except to be 
used for purposes consistent with the two reasons specified in the motion - law 
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enforcement and customer complaints.  However, Council direction cannot 
override provincial legislation, therefore any member of the public could submit a 
FOIP request as per the FOIP Act and get access to any video surveillance 
information in the custody and control of the City (subject to the redaction of 
protected information) for any purpose - in fact an applicant does not have to 
explain how they intend to use the information when requesting access. 
 
It is also important to note that not all video surveillance records contain personal 
information, or other specific types of information that would be protected by the 
FOIP Act. 
 
Council Authority 
 
Legislative Services also notes that the motion provided in this Notice of Motion, 
if passed, would have the effect of Council directing amendment of an 
Administrative Policy. Administrative Policies are approved by the City Manager, 
not Council; as such, this motion, as proposed, is out of order. 
 
If Council wishes to give direction to restrict the use of video surveillance 
information as per the Council Motion, a more appropriate motion would be one 
that directs Administration to limit the use of video surveillance information by 
City personnel to only purposes related to law enforcement or customer 
complaints.  Subsequent actions by Administration to follow the direction of such 
a motion would include the amendment of any policies that relate to the use of 
information collected through video surveillance. 
 
Legal Services Report 
 
In many cases, services and programs provided by the City are very public in 
nature, and the public expects safe and responsible service delivery from the 
City.  Surveillance video not only provides accurate information for the purposes 
of addressing customer complaints and assisting with law enforcement, it allows 
the City to engage in more progressive risk management practice and ultimately, 
provide better service delivery.  Incidents and near-misses do not always result in 
customer complaints or enforcement issues – reviewing video can certainly result 
in operational changes that greatly reduce the risk of future, similar occurrences.  
Subject to specific collection and disclosure considerations, any information 
gathering tool that helps mitigate the risk of personal injury or damage to property 
is invaluable to municipal operations.        
 
Transit Services Report 
 
Background 
 
During deliberations on the 2015 Budget, Council approved project charter 
TRAN-029 Video Audio Surveillance 2015 – Growth (see attached).  The charter 
provided for Council a justification for the project as follows: 
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“This audio/video recording technology represents the current standard for 
security monitoring for transit agencies nation-wide and is consistent with 
the aims of our regional partners, other provincial transit agencies such as 
Calgary Transit, and our Long Term Department Plan. 
 
The camera system provides a number of critical advantages to St. Albert 
Transit: 
 

• Enhances the safety of drivers and passengers by deterring potentially 
threatening or dangerous encounters by advertised surveillance and using 
it to prosecute offenders; 

• Monitors driver performance by enabling review of “triggered events” 
such as collisions, hard breaking, or swerving, to guide remedial training 
improve future safety record; 

• Historically shown to reduces accident rate; 
• Reduces liability for the City by providing recorded evidence of incidents 

to challenge false claims  
• Provides reviewable images and audio to verify or disprove allegations of 

misconduct, abuse, or poor service, and provides an avenue for 
administration to improve customer service. 

 
Aligns with Council Priority “Support the Smart City Master Plan and 
Alliance to foster increased efficiencies and capacity through serving as a 
living lab for innovative and cutting edge municipal technology solutions.” 

 
Current Use of Video Surveillance  
 
Administrative Policy A-IS-07 St. Albert Transit – Use of Surveillance 
Technologies was approved by the City Manager on May 4, 2015 (see attached).  
This policy supports the above project charter in terms of the uses considered for 
the collection of data as follows: 
 

i) address customer service concerns or complaints; 
ii) investigate employee or public misconduct inside or outside a 

Transit vehicle or building, including, but not limited to, abusive or 
inappropriate behavior, property damage, operator/patron disputes, 
or injuries; 

iii) respond to maintenance issues associated with the Transit vehicle; 
or 

iv) respond to claims against the City or pursue claims on behalf of the 
City. 

 
StAT currently follows the recently approved Administrative Directive A-IS-07 St. 
Albert Transit-Use of Surveillance Technologies for accessing and using the 

http://intranet/files/Administrative%20Policies/Infrastructure%20Services/A-IS-07%20St.%20Albert%20Transit%20-%20Use%20of%20Surveillance%20Technologies.pdf
http://intranet/files/Administrative%20Policies/Infrastructure%20Services/A-IS-07%20St.%20Albert%20Transit%20-%20Use%20of%20Surveillance%20Technologies.pdf
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audio-visual recordings collected. StAT uses these recordings for the following 
purposes: 
 

1. Investigation of Customer Complaints - In order for recordings to be 
consulted the customer complaint would have to be specific enough to 
identify a time and place (Bus # or Route) where the incident occurred. 
The review of the recording is a tool in the investigation process during 
which the customer and the operator are always interviewed. Other tools 
include GPS marking location and speed; 

2. Investigations of collisions – In order for recordings to be consulted, a 
collision would have to reported by the operator, passenger, third party 
complainant or police and again would have to specifically identify a time 
and place (location or bus identification). Collisions, usually small ones 
such as tire scrapes or panel dents, can also be identified by geo-force 
measures or inspections by both StAT and DTL staff. These collisions can 
then be attributed through the use of the video system and claims made 
against DTL for collision for which they are responsible as covered by the 
contract; 

3. Investigate Claims against the City - In order for recordings to be 
consulted, a specific time/location for the incident, usually slips and falls, is 
required. As claimants have two years to make a claim, StAT would rely 
on other means (customer complaint, collision, operator-flagged video) to 
identify the incident so that the record could be saved. These claims 
represent the largest monetary costs that can be managed through the 
use of video surveillance, and in other jurisdictions video surveillance has 
been used to expose fraudulent claims frequently enough to make 
investigation of these claims the primary justification for th euse of 
audio/visual surveillance on buses; 

4. Investigation of driver-flagged video – the surveillance system allows bus 
drivers to flag incidents which they judge to be important enough to record 
for their own protection (for example, hard braking required because 
another vehicle cut them off) or for the betterment of the transit system. 
This type of video record would not be reviewed without a written form 
submitted by the driver; 

5. Video requested by the RCMP- These requests are fully documented and 
may or may not be related to bus operations; 

6. Video requested by third parties - These requests would be fully 
documented through the FOIP process and would be made in relation to 
incidents between third parties where they think the video system on the 
bus might have recorded the incident. 

 
For StAT, video surveillance is used on the exterior of the Dez Liggett Transit 
Facility and on the interior/exterior of 56 of our 59 buses. 
 
Implications of Council Motion  
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The impact of the proposed motion on StAT would be that only Purposes 1 and 5 
listed above would be clearly eligible uses for video surveillance. Without the 
ability to employ video surveillance information for the other listed purposes, the 
benefits that StAT has achieved in deterring unacceptable driver behaviour will 
be reversed. Also the City has avoided liability costs by being able to clearly 
determine responsibility by reviewing video information, and these situations 
would once again prove to be more difficult and time consuming to resolve and 
potentially less successful for the City, which could lead to additional costs for the 
City. 
 
Recreation Services Report 
 
Recreation & Parks uses video surveillance on the interior and exterior of Servus 
Place and Fountain Park Recreation Centre to detect or deter criminal activity, 
and to promote the safety and security of persons and property. Administrative 
Policy A-LS-04 Use of Surveillance Technology is the policy that has guided the 
security and video program within the Recreation Facilities. 
 
The surveillance technology used at Servus Place also includes people-counting 
software on 5 cameras that use movement recognition to count the number of 
visitors to the facility. This system does not utilize facial recognition and is strictly 
picking up the movement of individuals. 
 
Camera locations are as follows: 
 
Fountain Park 
 
There are nine cameras at Fountain Park: 

• Concession Area 
• Back Stairs 
• Back Entrance 
• Kid’s Playground 
• Basement Hallway 
• Change Room Hallway 
• Front Entrance 
• Small Pool Area 
• Admin Area 

 
Servus Place 
 
There are 56 cameras at Servus Place: 

• 3rd Floor Track Level (we have a total of 5 cameras) 
o 4 regular with 2 on each side sections of the track facing each 

corner. 
o 1 people counting camera facing straight down/right above the 

entrance to the track near the main stairwell/elevator area 
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• 2nd Floor Level (we have a total of 11 cameras) 
o 2 in Fitness ( 1 in the main area showing the Fitness desk and the 

second one showing the locker room entrance) 
o 3 on the upper concourse area 
o 1 on the 2nd floor concourse of Go Auto Arena just inside the 

entrance. 
o 1 at the top of the Main Quad stairwell 
o 3 in the gym seating area that basically has 1 camera over looking 

each of the gym courts. 
o 1 in the Ops hallway. 

• 1st Floor Level (we have a total of 33 cameras) 
o 3 in the Aquatics hallway area 
o 2 in the main Aquatics pool area 
o 2 in Starbucks , 1 over the main counter/cash register area and one 

in the back office where the safe is located. 
o 1 at the Pool Desk 
o 1 in the Playground Area 
o 2 in Guest Services, 1 for the desk area and 1 for the Cash 

room/entrance door area. 
o 2 in Go Auto Arena, 1 in the Zamboni/delivery area and 1 in the 

main dressing room hallway area. 
o 3 in the Troy Murray/Mark Messier Arenas, 1 inside each arena 

showing the dressing room hallway area and one in the shared 
referee/hallway area. 

o 2 in the TGFH area, 1 showing the floor plate and 1 showing the 
dressing room hallway area 

o 2 in the Sarasota FH area, 1 showing the floor plate and 1 showing 
the dressing room hallway area 

o 1 in the Gym area showing the dressing room entrance area 
o 8 main concourse cameras 
o 4 people-counting cameras, with 2 cameras at each main entrance 

facing straight down. 
• Exterior Locations (we have a total of 7 cameras) 

o 1 on the north side near the staff entrance 
o 1 at the back of Go Auto Arena showing the delivery door 
o 2 in the East fire lane (one at each end of the fire lane) 
o 1 above the South main entrance 
o 1 on the SW corner of the building 
o 1 above the West main Entrance 

 
Generally speaking, the use of video surveillance at Servus Place and Fountain 
Park has been for security type incidents such as thefts/break ins, problem 
patrons, etc. that have resulted in requests from law enforcement for video or 
prompted by an incident report that required back-up verification. Video footage 
has always been treated as 100% confidential.  
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If this motion is approved, the primary impact would be to prevent staff from 
accessing video information for review in response to a submitted incident report 
for Health & Safety-related incidents.  Although there have been very few 
requests of this type in the past, the current policy has allowed them to be 
accommodated.  
 
Attachments 

 
A. Administrative Policy A-IS-07, St. Albert Transit – Use of Surveillance 

Technologies 
B. Administrative Policy A-LS-04, Use of Surveillance Technologies 

 
Report Date September 30, 
2015 

 

Committee/Department: Legislative Services 
General Manager Review Maya Pungur-Buick 
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Purpose  
 
St. Albert Transit aims to establish an approach for review of video/audio surveillance 
information in a manner that serves the interests of St. Albert Transit, the City of St. Albert, and 
the general public.  This policy must be consistent with and conform to FOIP. 
   
Policy  
 
St. Albert Transit may make use of surveillance technologies on the interior and exterior of 
Transit buildings and vehicles as a means to detect or deter criminal activity, to promote the 
safety and security of persons and property, and to ensure that Transit services are provided in 
a manner consistent with established policies and procedures. 
 
All personal information collected using surveillance in or on Transit property shall be done so 
in accordance with section 33(c) of the Alberta Freedom of Information and Protection of 
Privacy Act (FOIP).  This policy applies to overt surveillance only. 
 
Definitions 
 
“City” - means the City of St. Albert.  
 
“FOIP” - means the Alberta Freedom of Information and Protection of Privacy Act, R.S.A. 
2000, c. F-25 as amended. 
 
“hard drive” – the medium used to store surveillance data captured by audio/video surveillance 
equipment on St. Albert Transit vehicles or buildings. 
 
“incident” - any event in, on, or near City of St. Albert property that may require investigation 
by way of video camera surveillance captured during the time frame specific to the event.  
Incidents may include but are not limited to abusive/inappropriate behavior, service complaints, 
property damage, operator/patron disputes, injuries or traffic accidents. 
 
“information” - the data, images, and audio contained in a record. 
 
“overt surveillance” - monitoring that is done in a clearly expressed manner and is not 
concealed from the public. 
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“personal information” – is defined in section 1(1)(n) of the FOIP Act as recorded information 
about an identifiable individual, including the individual’s race, color, national or ethnic origin,  
age, or sex, as well as any inheritable characteristics, any physical or mental disability, and 
any other identifiable characteristics listed in the section. 
 
“reception equipment” – refers to the equipment or device used to receive and/or record the 
personal information collected through a public surveillance system, including a camera or 
video monitor.  This may or may not include audio recordings. 
 
“record” – is defined in section 1(1)(q) of the FOIP Act as a record of information in any form 
but does not include software, data storage medium, or any mechanism that produces records. 
  
“storage device” – means a computer disk, drive, or other medium used to store the recorded 
information captured by a surveillance system. 
 
“surveillance” – refers to the monitoring of activities and behavior of individuals for the purpose 
of managing, influencing, directing or protecting the general public, City staff, and 
public/private property. 
 
“Transit Operations Contractor” - The third party contractor specifically designated to provide 
transit operators, inspectors, supervisors, dispatchers, and support services on behalf of St. 
Albert Transit.     
 
“transitory” – not permanent and of no enduring value. 
 
 
Responsibilities  
 
General Manager of Infrastructure Services shall: 
 

a. Review all proposed changes to existing video/audio surveillance systems and newly 
proposed Surveillance systems to ensure that they meet all the requirements of this 
policy. 

b. Consult with the City Manager regarding proposed changes to authorized overt 
surveillance, and issue formal approval. 

 
Director of Transit shall: 
 

a. Distribute policy and procedures, and any subsequent amendments, to employees 
within the department and to the Transit Operations Contractor. 

b. Conduct periodic audits to ensure departmental compliance with this policy. 
c. Identify St. Albert Transit employees who will be authorized to download and process 

collected images and audio. 
d. Identify who shall have access to view surveillance footage, and ensure that viewing 

access is limited to only those persons authorized, including the Transit Operations 
Contractor. 
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e. Provide access to records requested by the City’s FOIP Coordinator pursuant to a FOIP 
request. 

f. Ensure that formal Privacy Impact Assessments are conducted and documented on 
new surveillance initiatives, and on significant upgrades to existing surveillance 
systems. 

 
FOIP Coordinator shall: 
 

a. Advise Transit on Privacy Impact Assessment procedures. 
b. Advise Transit on best practices pursuant to access and privacy. 

 
Transit Operations Manager shall: 
 

a. Oversee the collection and review of recorded audio/video data. 
b. Approve the review of audio/video data pertaining to any Incident whereby recorded 

information would be of benefit in an investigation. 
c. Ensure that all authorized Transit and Transit Operations Contractor employees are 

trained in the use of surveillance equipment and recorded data in accordance with this 
policy, and that any authorized staff responsible for maintaining associated software 
and hardware are trained accordingly. 

 
Transit Operations Coordinator shall: 
 

a. Create and maintain procedural flowchart outlining how surveillance requests are 
processed. 

b. Download any recorded Incident as approved by Transit Operations Manager. 
c. Download any flagged Incident that is automatically recorded by vehicle geo-force 

sensors or triggered by the Operator. 
d. Download recorded data onto storage device as directed by the Operations Manager or 

FOIP Coordinator. 
e. Coordinate all storage and disposal of recorded data as necessary.  Maintain all 

documentation, forms, and log books as stipulated in the policy. 
 
Standards  
 
1. Surveillance equipment shall be installed as follows: 

 
a. In, on, or adjacent to identified St. Albert Transit vehicles or buildings where 

surveillance is deemed necessary to promote the safety and security of persons and 
property. 
 

b. In a manner that does not conflict with reasonable expectations of privacy (eg: not in 
washrooms). 

 
c. In a manner that is not intentionally positioned to look through windows of adjacent 

buildings. 
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d. In a secure storage receptacle to which only authorized personnel shall have 
access. 

 
2. The public shall be made aware of the presence of all reception equipment in operation, 

in accordance with the following: 
 
a. Notification shall be provided by means of prominently displayed and clearly written 

signs at the perimeter or entrances of areas or vehicles under surveillance.  
 

b. Notwithstanding City of St. Albert Policy A-LS-04 “Use of Surveillance 
Technologies”, any signage posted at the main entrances to property or buildings to 
inform of the presence of Transit surveillance equipment shall display the following 
notice: 

Surveillance cameras may be operating in this area to deter and/or detect criminal 
activity and for public security.  For more information on the collection of this 
information, contact the City’s FOIP Coordinator at (780) 459-1500. 

 
c. In addition, notwithstanding City of St. Albert Policy A-LS-04 “Use of Surveillance 

Technologies”, the following sign shall be displayed at the Transit surveillance 
location: 

Video and audio surveillance may be operating in (location of camera) to deter 
criminal activity and for public safety.  The collection of recorded video and audio 
records is authorized under section 33(c) of the Freedom of Information and 
Protection of Privacy (FOIP) Act.  If you have any questions about this 
surveillance, contact City of St. Albert FOIP Coordinator at (780) 459-1500. 

 
3. Personal information will be limited in its access, use, storage, disclosure, retention and 

disposal as follows: 
 
a. All records collected by reception equipment on St. Albert Transit buses and property 

are the property of the City of St. Albert and shall be used, disclosed, retained and 
disposed of in compliance with the Records Bylaw 2/2006, the Personal Information 
Collection, Use, and Dissemination Policy A-LS-02, and the Records and Information 
Management Program Policy A-LS-03. 
 

b. All St. Albert Transit or Transit Operations Contractor employees shall review and 
comply with the policy and the policy shall be incorporated into Transit and Transit 
Operations Contractor employee training and orientation programs. 
 

c. All video/audio storage equipment will be enclosed in a secure receptacle on/in the 
Transit vehicle or building.  Only authorized Transit personnel shall be given access to 
the hard drives. 
 

d. Surveillance hard drives shall only be removed or recorded information downloaded 
when an Incident occurs and an investigation is warranted.  When an authorized 
employee removes the hard drive, it must be recorded in a logbook on both the 
removal and on return to the correct Transit vehicle or building receptacle and 
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securely locked.  When recorded information is downloaded wirelessly by authorized 
personnel onto a secure storage device, a logbook will also be filled out to document 
the use of the information. 

 
e. Surveillance data shall be controlled and viewed at the St. Albert Transit facility only, 

and access to this data shall be limited to authorized senior personnel.  Viewing of 
personal information must take place in a secure room with only authorized personnel 
present. 

 
f. Notwithstanding City of St. Albert Policy A-LS-04 “Use of Surveillance Technologies”, 

recorded personal information contained on hard drives shall be transitory and shall 
be over-written in 30 days, unless “g” applies. 

 
g. If surveillance equipment records possible criminal activity or non-compliance with, or 

breach of, a statute or bylaw that could lead to a penalty or sanction, the data will be 
downloaded to a storage device and stored in a secure location to be retained for 
evidentiary purposes until enforcement activity is complete.  Records collected by the 
reception equipment may also be used by authorized St. Albert Transit, Risk 
Management or Transit Operations Contractor senior personnel only to: 

 
i) address customer service concerns or complaints; 
ii) investigate employee or public misconduct inside or outside a Transit 

vehicle or building, including, but not limited to, abusive or inappropriate 
behavior, property damage, operator/patron disputes, or injuries; 

iii) respond to maintenance issues associated with the Transit vehicle; or 
iv) respond to claims against the City or pursue claims on behalf of the City. 

 
h. Records will be retained by St. Albert Transit for as long as required to address and 

investigate Incidents outlined in “g” or for other legal requirements, after which time, 
the records will be transferred to the Records and Information Manager or designate, 
Legislative Services for storage and eventual disposal in accordance with provisions 
of City of St. Albert Policy A-LS-03 Records and Information Management Program.  
Retention periods will reflective of the nature of the Incident and will be consistent with 
applicable FOIP regulations. 
 

i. All surveillance storage devices that are not in use shall be labeled and stored 
securely in a locked receptacle located in a controlled access area. 

 
j. A “Surveillance Footage Release Form” (Form “A”) shall be completed before any 

record of surveillance collected by St. Albert Transit reception equipment is disclosed 
for law enforcement purposes.  This request for disclosure would fall under Section 
40(1)(q) of the FOIP Act. 

 
k. Members of the public requesting to view recorded information will be directed to the 

City’s FOIP Coordinator to complete a FOIP “Request to Access Information Form”. 
St. Albert Transit will not permit a member of the public to view his/her information 
unless authorization has been granted by the FOIP Coordinator.  Viewing of recorded 
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information shall take place in a secure environment within the St. Albert Transit 
facility.  All other personal information on the recording must be severed and only 
authorized personnel are to be present during the viewing. 
 

l. Old surveillance storage devices shall be securely disposed of by shredding, burning 
or magnetically erasing the information.  Breaking open the storage device is not a 
sufficient means of destroying personal information. 

 
m. The disposal of surveillance records shall be recorded in a log book and signed by two 

authorized transit personnel as a means of verification and documentation. 
 

4. The Transit Operations Contractor may request and view video and audio surveillance for 
 the purposes of addressing customer service concerns, investigating employee or public 
 conduct inside or outside a Transit vehicle or building, responding to maintenance issues 
 associated with a Transit vehicle, responding to and investigating potential claims 
 against the City or the Transit Operations Contractor, or for pursuing claims on behalf of 
 the City or the Transit Operations Contractor.  Disclosure of surveillance information to 
 Transit Operations Contractor will be granted under the following conditions:  

 
a. All records collected by reception equipment on St. Albert Transit buses and property 

are the property of the City of St. Albert and shall be used, disclosed, retained and 
disposed of in compliance with the Records Bylaw 2/2006, the Personal Information 
Collection, Use, and Dissemination Policy A-LS-02, and the Records and Information 
Management Program Policy A-LS-03.  The Transit Operations Contractor will not be 
granted access to, or given possession of, storage devices containing downloaded 
information.   The Transit Operations Contractor’s access to recorded information will 
be limited to a view-only basis.   
 

b. If surveillance equipment detects possible criminal activity or non-compliance with, or 
breach of, a statute or bylaw that could lead to a penalty or sanction, the storage 
devices required for evidentiary purposes shall be retained by St. Albert Transit and 
stored in a secure location until enforcement activity is complete. 

 
c. Records collected by the reception equipment may be used by authorized Transit 

Operations Contractor employees as stipulated by the Director of Transit. 
 
d. Viewing of recorded information shall take place in a secure environment within the St. 

Albert Transit facility.  Only authorized St. Albert Transit and Transit Operations 
Contractor personnel are to be present during the viewing. 

 
e. Transit Operations Contractor personnel shall not be given access to the hard drives. 

All video/audio storage equipment will be enclosed in a secure receptacle on/in the 
Transit vehicle or building.  Only authorized St. Albert Transit personnel shall be given 
access to the hard drives. 
 

f. Surveillance hard drives shall only be removed or recorded information downloaded 
when an Incident occurs and an investigation is warranted.   
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Attachments 
 

A. “Surveillance Footage Release Form”.  
 
                      
Legal References:  Freedom of Information and Protection of Privacy Act 
 
Cross References:  Policy C-CAO-01, City Manager Delegations 

Policy A-LS-02, Personal Information Collection, Use, and 
Dissemination 
Policy A-LS-03, Records and Information Management Program 
Policy A-LS-04, Use of Surveillance Technologies. 
Bylaw 2/2006 Records Bylaw 

 



AUTHORITY

City Manager ~ ~

(mm dd. yyyy)

APPROVED: 09 11 2007
REVISED:

Purpose

To establish a consistent, legal and fair approach to the City of S1.Albert's surveillance programs.

To assist City departments in deciding whether collection of personal information by means of
surveillance is both lawful and justifiable and, if so, to understand how privacy protection measures can
be incorporated into the use of a surveillance system.

Policy

The City of S1.Albert may undertake general surveillance programs in certain high traffic public areas
as a means to detect or deter crime and to promote the safety and security of people and property.

In managing the City's surveillance programs, the City will balance an individual's right to privacy
against the City's duty to protect public property and manage its services effectively. Surveillance
systems will be installed where other conventional means of achieving the same objectives are
substantially less effective or less beneficial than formal surveillance measures.

This policy will not apply to covert or overt surveillance cameras being used as a case-specific
investigation tool for law enforcement purposes or in contemplation of litigation.

Definitions

"Authorized Personnel" means those persons that have received written authorization to access
information and attend to identified operational requirements.

"City" means the City of S1.Albert and shall include all departments and offices that comprise the City
Administration.

"Covert Surveillance" means the secretive continuous or periodic observation of persons, vehicles,
places or objects to obtain information concerning the activities of individuals.

"FOIP" means the Alberta Freedom of Information and Protection of Privacy Act, RS.A. 2000, c. F-25,
as amended.

"Overt Surveillance" means the non-secretive continuous or periodic observation of persons, vehicles,
places or objects to obtain information concerning the activities of individuals.

"Personal Information" is defined in section 1(1)(n) of FOIP as recorded information about an
identifiable individual, including:
1. the person's name, home or business address or home or business telephone number;
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2.
3.
4.
5.

the person's national or ethnic origin, color or religious or political beliefs or associations;
the individual's age, sex, sexual orientation, marital status or family status;
an identifying number, symbol or other particular assigned to the individual;
the individual's fingerprints, other biometric information, blood type, genetic information or
inheritable characteristics;
information about the individual's health and health care history, including information about a
physical or mental disability;
information about the individual's educational, financial, source of income, employment or criminal
history;
anyone else's opinions about the individual; and
the individual's personal views or opinions, except if they are about someone else.

6.

7.

8.
9.

"Privacy Impact Assessment (PIA)" means a process that can be applied to any public body for the
purpose of determining the level of protection and security afforded to personal information that is
collected, used or disclosed in a new or modified information system. The secur.ity of information refers
to the technical, physical and procedural measures taken to protect personal information from the time
it is collected until a public body disposes of it.

"Public Area" means any area under the ownership and control of the City of St. Albert, to which
members of the public and/or employees of the City of St. Albert have access.

"Reception Equipment" means the equipment or device used to receive or record the personal
information collected through a surveillance system, including a video monitor.

"Record" is defined in section 1(1)(q) of FOIP as a record of information in any form but does not
include software or any mechanism that produces records.

"Storage Device" means a videotape, computer disk or drive, CD ROM, computer chip or other medium
used to store the recorded information captured by a surveillance system.

"Surveillance System" means a mechanical or electronic system or device that enables continuous or
periodic video recording, observing or monitoring of individuals in open, public spaces, public buildings
or on the public transportation system.

"Transitory Record" means a record that has no enduring value, no legal requirement for retention and
that has fulfilled its purpose.

Responsibilities

1. General Managers shall:
a. Distribute this policy and subsequent amendments to employees within their division;
b. Conduct periodic audits to ensure divisional compliance with this policy;
c. Budget for the costs of required video surveillance technologies and installations;
d. Ensure that formal PIAs are conducted and documented on new surveillance initiatives, and

on significant upgrades to existing surveillance systems;
e. For each operating area, determine who shall have access to view surveillance storage

devices, and ensure that access is limited to those persons authorized; and
Provide access to records requested by the City's FOIP Coordinator pursuant to a FOIP
request.

f.
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2.

3.

4.

5.

6.

Standards

1.

2.

General Manager of Planning and Engineering shall:
a. Review all proposed changes to existing video surveillance systems and newly proposed

surveillance systems to ensure that they meet all the requirements of this policy;
b. Appoint, in writing, all authorized personnel and limit the scope of their authorization, as

necessary; and
Consult with the City Manager regarding proposed changes to authorized overt surveillance,
and issue formal approval.

c.

Directors shall:
a. Assist General Managers with the administration of this Directive;
b. Review and comply with this policy in performing their duties and functions related to the

operation of a surveillance system; and
Organize employee training relating to this policy, when applicable.c.

FOIP Coordinator shall:
a. Advise departments on PIA procedures; and
b. Advise departments on best practices for access and privacy.

Legal Services shall ensure that any new legislation pertaining to the use of video surveillance is
recommended for incorporation into this policy, as required and with assistance from the FOIP
Coordinator.

Employees and Contractors shall:
a. Review and comply with this policy in performing their duties and functions related to the

operation of a surveillance system; and
b. Attend training relating to this policy, where available.

Surveillance equipment shall be designed and installed as follows:

a. Reception equipment such as video cameras may be installed in identified public areas
where surveillance is deemed to be a necessary and viable detection or deterrence activity,
and/or to promote the safety and security of people and property.

b. Reception equipment shall not be positioned, internally or externally, to monitor areas more
than three metres from a building, or to monitor other buildings, unless necessary to protect
external assets or to ensure personal safety. Cameras should not be directed to look
through the windows of adjacent buildings.

c. Reception equipment shall not monitor areas where the public and employees have a
reasonable expectation of privacy (e.g. showers, washrooms).

d. Only authorized personnel shall have access to reception equipment in areas of controlled
access. Video monitors should not be located in a position that enables public viewing.

e. Reception equipment shall not be installed in or on any vehicle owned or controlled by the
City, with the exception of public transportation and law enforcement vehicles.

The public shall be made aware of the presence of all reception equipment in operation, in
accordance with the following guidelines:
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3.

a. The public must be notified by means of clearly written signs prominently displayed at the
perimeter of surveillance areas, so the public has ample warning that surveillance is or may
be in operation before entering any area that may be under surveillance.

b. Unless the public has otherwise been made aware of reception equipment at a surveillance
area, the main entrance of the area shall display the following notice:

Surveillance cameras may be operating in (location of camera) to deter and / or detect
criminal activity and for public security. The collection of recorded camera images is
authorized under section 33(c) of the Freedom of Information and Protection of Privacy
(FOIP) Act. If you have any questions about the collection of this surveillance
information, please contact the City's FOIP Coordinator at 459-1500.

c. In addition, the following sign shall be displayed at the surveillance location:
Surveillance cameras may be operating in this area to deter and / or detect criminal
activity and for public security. For more information on the collection of this information,
contact the City's FOIP Coordinator at 459-1500.

Personal information will be limited in its Use, Disclosure and Retention as follows:

a. All records created by reception equipment shall be collected, used and disposed of in
compliance with the Records Bylaw 2/2006, the Personal Information Collection, Use, and
Dissemination Policy A-LS-02, and the Records and Information Management Program
Policy A-LS-03.

b. Recorded personal information shall be transitory and shall be destroyed in 14 days, unless
"c" applies.

c. If a surveillance system detects possible criminal activity or non-compliance with, or breach
of, a statute or bylaw that could lead to a penalty or sanction, the storage devices required
for evidentiary purposes shall be retained and stored in a secure location until enforcement
activity is complete. Storage devices will also be retained and stored as long as required for
an investigation or other legal requirement.

d. A Storage Device Release Form (Form "A") shall be completed before a surveillance
storage device is disclosed for law enforcement purposes.

e. A logbook will be kept with regard to the use of each recording device. Surveillance storage
devices will only be removed when an incident or other investigation occurs. When a
storage device is removed, an authorized employee will take control of the storage device in
question and secure it in a sealed envelope with the time and date of the removal and
initials of the employee on the seal of the envelope,

f. All surveillance storage devices that are not in use shall be stored securely in a locked
receptacle located in a controlled access area.

g. Old surveillance storage devices shall be securely disposed of by shredding, burning or
magnetically erasing the information.

h. Access to any surveillance storage devices shall be restricted electronically to authorized
personnel only.
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i. Surveillance data shall be controlled and viewed at a central terminal only, and access to
view this data shall be limited to authorized personnel.

j. Any individual who is the subject of the information stored via surveillance has a right to
access his or her recorded information. Access may be granted in full or part depending on
whether any of the exceptions in FOIP apply and whether the excepted information can
reasonably be severed from the record. Access may also be limited as per compliance with
the requirements of the Fees for Records Provided to the Public Policy A-LS-01.

Attachments

1. Form "A" - Storage Device Release Form

Legal References:
Cross References:

Freedom of Information and Protection of Privacy Act
Policy C-CAO-07, CAO Limitations on Asset Protection
Policy A-LS-01, Fees for Records Provided to the Public
Policy A-LS-02, Personal Information Collection, Use, and Dissemination
Policy A-LS-03, Records and Information Management Program
Bylaw 2/2006, Records Bylaw
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Surveillance Policy
Storage Device Release Form (Form "A")

Request for Disclosure under Section 40(1)(q) of the Freedom of Information and Protection of Privacy Act

*Please Print

In accordance with section 40(1)(q) of the Freedom of Information and Protection of Privacy Act, the

(name of public body) requests disclosure of personal information pertaining to

(name of individual or other identifier), which may be generally described as:

The information is required by this public body to assist in an investigation pursuant to:

(Reference to a Federal or Provincial Statute or Local Public Body Bylaw by Section or Description of Purpose)

Requesting Official Information:

First Name: Last Name:

Signature:itle:

Badge #: Date of Request:
(mm-dd-yyyy)

Disclosing Official Information:

First Name: Last Name:

Signature:Title:

I, (name of disclosing official):

D consent to this disclosure

D refuse this disclosure of personal information. Date of Decision:
(mm-dd-yyyy)

Ifdisclosure has been authorized, the personal information bank(s) file name Is:

The location of the personal information bank(s) is:

Note: This completed record may qualify for exception to disclosure under s. 20 of the Freedom of Information
and Protection of Privacy Act.
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